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...initiate network communication with the digital device associated with the first user based 
on the decrypted information, when, for example, the encrypted/decrypted information is 
a network address, a user's service dependent address or the like. 

Figure 3 is a flow diagram detailing a specific method of the... 
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...method of Claim 7, comprising step (i) wherein said decoder links 

said user to an Internet document determined by an address formed by said 

d<?eodcdcmbcdd<?d nan-audio ijiiV>rmatitm + 

1 1 The method of Claim 6, wherein said audio samples are represented in 
frequency domain... 
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...codes which, when deciphered, initiate macros. 

A further object of the present invention is to encode graphical codes which, when 
deciphered initiate access to an interact address. 

A further object of the present invention is to encode graphical codes which are field... 
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...record stored in the storage unit, the 

secure global electronic medical recordidenli liable by a BCtwrlt address and havtogan 
associated security c#de> anda communications network coupled to the tietworkservice 

provider server and the giobaleleeironie globaleleetronte medical record tn the global 

electronic rnedicalreeord server upon inpuUifthe network address, from saidemblem. and the 
security ctwJc to kakteoiapufcr. 

2 The system of claim 1 , wherein said network further includes institutional servers and 
other... 
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...the steps of: 

obtaining a first client network address from said client; accessing said second server over a 
secure data communication line to obtaina second client network address corresponding to 
said client; authenticating said client based on said first client network address and... 
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...data over the telephone line. 

Where the electrome message Ls an electronic mad message, the network address Ls an 
electronic mad address, and the electronic message includes ASCII data encoding the 
facsimile transmission data. 

Where the access server is connected to a telephone line, upon detection of an incoming 
telephone cad over the... 
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...text and graphics as well as "links" which allow a viewer of the page to address other 
resources on the Internet including other HTML pages. 

Resources that may be addressed over the Internet II 13 also... 
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Wireless network system for game system includes portable electronic instrument 
having control section that executes control if decoded data are similar to specific 
authenticity determination data ...Original Titles:Wireless network system, wireless 



communication instrument, wireless communication instrument setting device, game process 
control method, information storage medium, and portable electronic instrument Alerting 
Abstract ...IDs, a decoding section that decodes the network ID using the instrument ID, and 
a control section that executes control based on control data in decoded data when an 
authenticity determination section determines that decoded data are similar to specific 

authenticity determination a wireless communication instrument; a wireless 

communication instrument setting device; a program; a computer-readable information 
storage medium; and a portable electronic instrument... Original Publication Data by 
Authority ArgentinaPublication No. ...Original Abstracts: game device 1000 for wireless 
LANWHEREIN:AP apparatus transmits the beacon signal containing the MAC address of 
this AP apparatus, and network ID encrypted as an instruction code can be decoded by this 
MAC address.And at the portable game device 1000, network ID contained in the beacon 

signal which received is decoded by a MAC address,The And when the present date is 

within the active (validity period which active|validity-period data show, control according to 
control data is performed.FIG. 5This invention relates to the radio (wireless network system 

which comprises the wireless network ID which received, When it determines with the 

same data as predetermined authentication data being contained in the decoded data,Control 
according to the control data included in the decoded data is performed.By therefore, the 
thing carried out to control according to the control data included in the decoded data not 
being performed when the same data as authentication data are not contained in the data 
which decoded wireless network IDDesired control will be performed even if it is going to 

utilize wireless network ID received by and a portable game device, the AP instrument 

which stores, as the wireless network ID, data obtained by encoding data including at least 
specific authenticity determination data and given control data for controlling the portable 
electronic instrument so that the data can be decoded using the instrument ID stored in the 

instrument ID storage section, the data decoded by the decoding section includes the 

same data as the specific authenticity determination data; anda control section which 
executes control based on the control data included in the decoded data when the 
authenticity determination section has determined that the data decoded by the decoding 
section... 
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Online digital media e.g. audio, data file distribution system, has delivery server 
verifying validation data, and media player decrypting audio data of media file by using 
encryption data, where player playbacks decrypted data 
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Online digital media e.g. audio, data file distribution system, has delivery server 
verifying validation data, and media player decrypting audio data of media file by using 
encryption data, where player playbacks decrypted data Alerting Abstract ...NOVELTY 
- The system has a content manager (112) transmitting validation data and a network 
address of a delivery server (118) to deliver a media data file to a client system (126). The 
client system has a media player (116) transmitting the data to the server. The server 
verifies the data, and transmits the file to the player. The player decrypts audio data of the 
file by utilizing an encryption data, and playbacks decrypted data. Original Publication 
Data by Authority ArgentinaPublication No. Original Abstracts:A computer implemented 
online music distribution system provides for the secure delivery of audio data and related 
media, including text and images, over a public communications network. The online music... 

player also displays confidential information, such Claims: digital media data files, 

including audio data, over a public communications network, comprising:a content manager 
that transmits validation data uniquely associated with a purchase of a selected one of the 
media data files and a network address of a delivery server to deliver the selected media 

data file to a client computer playing back the audio data of the selected media data 

file;the media player, storing encryption data assigned specifically to the media player, that 
receives the validation data from the content manager, and transmits the validation data to 
the delivery server specified by the network address in the validation data; andthe delivery 
server that verifies the validation data received from the media player using the content 
manager and receives the selected media data file from the content manager and securely 
transmits the selected media data file to the media player, wherein the selected media data 
file includes the audio data of the selected media data file encrypted using the encryption 
data of the media player, the media player adapted to decrypt the audio data of the selected 
media data file using the encryption data, and playback resulting decrypted audio data. 
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match current date and wake-up pattern is present 
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Remote wake-up method for computers, involves asserting wake-up signal, if 
destination address of data packet and network interface card match, decrypted value 
match current date and wake-up pattern is present Alerting Abstract ...NOVELTY - 
The destination address in a received data packet is compared with corresponding address of 
the network interface card. The data packet is checked for a wake-up pattern, and an 
encrypted value from the data packet is decrypted. The wake-up signal is asserted and a 
new encryption key is retrieved only if... Original Publication Data by 
Authority ArgentinaPublication No. ...Original Abstracts: computer from a power down 
state. In one embodiment, a network interface card receives incoming data packets via a 
network connector. A control module is coupled to the network connector and is configured 

to search the incoming packets for a wake-up a standard public/private key pair 

encryption scheme is used, and the source of the data packet encrypts the expected value 
present, and the decrypted value matches an expected value; andstoring the new encryption 
key. 
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Alerting Abstract ...verifies validation date from a media player (116) and receives media 
data file which is decrypted using encryption data. The media player displays confidential 
information of a purchase of a media data file during... Original Publication Data by 
Authority ArgentinaPublication No. Original Abstracts: A computer implemented online 
music distribution system provides for the secure delivery of audio data and related media, 

including text and images, over a public communications network. The online music the 

public network between the content manager and media players. The media player provides 
for encryption ofu&er personal iMoraiafion, and for decryption and playback «f purchased 
audio data of the selected media data file «iusryj>ted m'mg the enerj'ptioii data of the media 
player, the media player adapted to decrypt the audio data of the selected media data file 
using the encryption data, and playback resulting decrypted audio data;wherein the media 
player displays confidential information of a purchaser of the media... 
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...Original Titles: Linking of computers based on steganographically embedded digital data 
Alerting Abstract ...identified software program for its use. AN INDEPENDENT CLAIM is 
made for: 1. Method of data processing on computer system; 2. A greeting card comprising 

a substrate with visually-perceptible indicia printed on it ADVANTAGE - Facilitates use 

of application program for data processing on computer system, encode binary data which 
can be decoded by an image processing device and used to direct a computer to a web site... 
Original Publication Data by Authority ArgentinaPublication No. ...Original Abstracts:by 
the sensor. One application of such a device is to interact with a remote computer system 
second server,validating said ticket when the ticket is presented for entry to said event, said 
validation... a business card of an individual to an optical sensor, the optical sensor producing 
output data;decoding steganographically-encoded plural-bit data from the sensor output 
data; andusing said plural-bit data to establish a link to an internet address having data 
relating to the proprietor of said business card a remote computer system and responsive 
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...has internet accessing device th&t accesses information resources stared in 
information servers at i&cations specified by information etictidcd in bar code symbols 
♦.♦Original Title«acces-s and display HTML-encoded tioeume».& located ort the world-wide 
web(WWW) by reading network address-encoded bar cede symbols htteroei-basexl 



system for enabling informationHrektedtrmasftctbtisove'r ihs interact using Java-enabled 
internet terminals provided with barcode symbol readers for reading Java- Applet encoded 

bar code symbols System and method for composing menus of URL-encoded bar code 

symbols while surfing the internet using an internet browser program System and method 

for composing menus of URL-encoded bar code symbols while using internet browser 

program and display HTML-encoded documents located on the world wide web (WWW) 

by reading URL-encoded bar code symbols printed on a web-based information resource 
guide by reading bar code symbols printed in a WWW-site guide using a wireless bar- 
code driven remote control device System and method for accessing internet-based 

information resources by scanning Java- Applet encoded bar code symbols Internet-based 

system and method for routing, tracking and delivering packages using URL-encoded bar 

code symbols CODE SYMBOLS POINTING TO HTML-ENCODED DOCUMENTS 

EMBEDDED WITH JAVA-APPLETS AND STORED ON HTTP INFORMATION 

SERVERS Wireless hand-supportable internet-enabled access terminal for enabling 

information-related transactions over the internet System and method for composing sets 

of URL-encoded bar code symbols while using an internet browser program Mobile bar 

code driven information access terminal for remotely accessing package delivery 

instructions from an internet information server Web-based mobile information access 

terminal Alerting Abstract ...The system includes a bar code symbol reader programmed 
for reading bar code symbols encoded with information representative of the location of 
information resources stored in information servers connected to the internet and supporting 
the TCP/IP standard. An internet accessing device accesses information resources from the 
information servers using the TCP/IP standard. A telecommunication device establishes a 

two-way telecommunication link between The internet accessing device can access 

information resources stored in the information servers at locations specified by the 
information encoded in the bar code symbols read by the bar code symbol reader. A display 
device visually displays information resources accessed by the Internet accessing device, 
from the information servers connected to the Internet. Original Publication Data by 
Authority ArgentinaPublication No. Original Abstracts:A bar code symbol driven system 
for accessing information resources from information servers connected to communication 
networks, including the Internet. The system includes a bar code symbol reader (7a) for 
reading bar code symbols encoded with information representative of information resources 
stored in information servers connected to the Internet and supporting the TCP/IP standard. 

A computing platform (6) is to reading bar code symbols (8), the Internet browser 

automatically accesses information resources from Internet information servers (2) using the 

information encoded in bar code symbols read by the bar code symbol reader (7a 

Computer System to the Internet Server hosting the information resource specified by the 
scanned URL-encoded bar code symbol. The bar-code driven Internet Access System of the 
servers connected to communication networks, including the Internet. The system includes a 
bar code symbol reader (7a) for reading bar code symbols encoded with information 
representative of information resources stored in information servers connected to the is 
encoded within a bar code symbol. When the Applet-encoded bar code symbol is read (6) 

is to reading bar code symbols (8), the Internet browser automatically accesses 

information resources from Internet information servers (2) using the information encoded 

in bar code symbols read by the bar code symbol reader (7a A bar code symbol driven 

system for accessing information resources from information servers connected to 
communication networks, including the Internet. The system includes a bar code symbol 
reader (7a) for reading bar code symbols encoded with information representative of 
information resources stored in information servers connected to the Internet and supporting 



computer system, and enabling a user to compose a menu of URL-encoded bar code 

encoded within the structure of. for automatically accessing said HTML-encoded symbol 

reader;whereby... 
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mail data. A transmitter transmits the converted e-mail data, including the paper size 
information to a destination terminal over a network so that the destination terminal can 
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header and text codes, the text codes being converted from image data by the sender;a 
converter that converts the e-mail data into image data, the image 
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...Original Titles:Transform domain use of steganographically embedded data to discern 
image distortionUse of calibration data steganographically embedded in the transform 

domain to discern image distortion Steganographical embedding of auxiliary data and 

calibration data in image data... Arrangement for embedding subliminal data in imaging... 



...Embedding information related to a subject of an identification document in the 

identification document Method and apparatus for transaction card security utilizing 

embedded image data ...Network linking method using steganographically embedded data 

objects Linking of computers using information steganographically embedded in data 

objects Security document with steganographically-encoded authentication data 

...Arrangement for embedding subliminal data in imaging Embedding information 

related to a subject of an identification document in the identification document Original 
Publication Data by Authority ArgentinaPublication No. ...Original Abstracts:A method of 
initiating access from a first computer to a second computer via a data communications 
medium comprises, at the first computer, decoding steganographically embedded address 
information from audio or visual data, said data representing sampled audio or visual 
information rather than ancillary information such as header data, and initiating a link to the 

second computer using the address information decoded from the audio or visual data 

for steganography decoding and a rotational calibration are made easy,The improvement 
technique for not en ceding, Represent data by the pattemizaitan bit cell to which the energy 
in improving the fastness of a g., a microphone, a speaker, a modulator, an antenna* and an 
RF amplifier. The ^teganogcaphicayy-eitcoded auxiliary data can be sent to, (m&'m sent 

from, such a device, and used for purposes Address information Is stegartographicaliy 

encoded into audio or graphic data, and thereafter decoded to permit linking to the interact 
The Address information can be a literal URL, or may be art index to a database from 
which,., ,„ based watermark detectors novel uses ormeta-data in watermarks, applications of 
watermarks in merchandising* embedding of active computer code via watermarks » as at 
least one element for composing a digital watermark for the object la another embodiment 
the... having an area which contains machine readable information and also having a printed 

region having embedded data in the image printed thereon Security of photographic 

identification documents is enhanced by embedding within the photographic image encoded 
information that may be correlated to other information pertaining to the individual 

represented by the image such as a microprocessor, wristwatch, pharmaceutical, compact 

disc, vehicle part, etc) is surface-textured to encode a plural-bit code thereon. In one 
arrangement, this encoding conveys date information. In use, the object can be imaged by a 

scanner apparatus, and the resulting scan in a determination relating to the object. For 

example, at a port of entry, date information encoded on a Rolex wristwatch can be used to 
determine whether importation of the wristwatch should be permitted. The texture-encoded 
data can also convey other information, such as a vehicle identifier for an automotive part, 

a Digital watermarks are embedded and decoded from host media signals like images 

and audio using encryption keys. The encryption keys are such as a microprocessor, 

wristwatch, pharmaceutical, compact disc, vehicle part, etc) is surface-textured to encode a 
plural-bit code thereon. In one arrangement, this encoding conveys date information. In use, 

the object can be imaged by a scanner apparatus, and the resulting scan in a 

determination relating to the object. For example, at a port of entry, date information 
encoded on a Rolex wristwatch can be used to determine whether importation of the 
wristwatch should be permitted. The texture-encoded data can also convey other 

information, such as a vehicle identifier for an automotive part, a Security of 

photographic identification documents is enhanced by embedding within the photographic 
image encoded information that may be correlated to other information pertaining to the 

14/3,K/9 (Item 9 from file: 350) Links 
Fulltext available through: Order File History 



Derwent WPIX 

(c) 2008 Thomson Reuters. All rights reserved. 



0007368755 & & Drawing available 
WPIAccno: 1995-200530/199526 

D80624; 2008-F65033; 2008-G50909; 2008-G51664; 2008-G53162; 2008-G53380; 2008- 
G82519; 2008-G82520 
XRPX Acc No: N1995-157496 
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...Original Titles:A method of embedding a steganographic code in an image signal A 

method of embedding a steganographic code in an image signal Network linking method 

using information embedded in data objects that have inherent noise Network linking 

method using information embedded in data objects that have inherent noise... 

...Embedding hidden auxiliary code signals in media Embedding hidden auxiliary code 

signals in media. . . .. .Graphics processing system employing embedded code signals .. . 

...Methods for controlling systems using control signals em bedded in empirical data. ... 

....Network linking method using inforfiiation embedded in data objects that have inherent 

coding at least a portion of sard embedded binary data: and disabling a recording capability 

of an associated apparatus m accordance with said decoded data the noise data to yield 

intermediate data; and summing the intermediate data with the audio data to yield eacoded 
audio; wherein the audio is. repeatedly encoded from each of plural non-overlappiog excerpts 
of- .<. Imagery is- steprjographicaliy eaeuded with message data to serve a variety of 
purposes. For example, a photograph can be embedded with a... given data object can 
effectively contain both a graphical representation to a network user and embedded 
information, such as the URL address of another network node, thereby to permit the 

object itself to serve as an automated hot link. The given data object can effectively 

contain both a graphical representation to a network user and embedded information, such 
as the URL address of another network node, thereby to permit the object itself to serve as 

an automated hot link. The Methods for embedding and reading auxiliary messages from 

image signals use embedded code signals modulated with the auxiliary message. These 
embedded ode signals may be used to convey hidden tracking codes in images, video and 
printed objects. The embedded code signals are embedded by varying characteristics of the 

image signal, including, for example, gray-level, reflective properties, photo Digital 

watermark methods for encoding auxiliary data into a host signal are used to authenticate 

physical and electronic objects. One such method such that the watermark signal is 

substantially imperceptible in the host signal. One specific implementation embeds data 
representing salient features of the host signal into the watermark. For example, for photo 
IDs,... are provided. In one embodiment, a method includes receiving audio or image content 
and steganographically encoding auxiliary information in the audio or image content. The 

auxiliary information carries or links to permitted usage Methods for embedding and 

reading identification codes from media signals use embedded code signals modulated with 
the auxiliary message. These embedded code signals convey hidden tracking codes in 
images, video, music and printed objects. The embedded code signals are embedded by 
varying characteristics of the signal. The identification code varies for different copies of a... 

bedded signal according to characteristics of the digital audio signal signal to produce a 

difference signal which is then cross correlated with the word all the embedded code signals 
to produce cross correlation values. Suspect signals are then identified by comparison 
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Alerting Abstract ...control character is present, the next character is inspected. If this next 
character is an encoded data character, it is decoded and provided to the X.25 network. If 

this next character is a command character Data transfer between data terminal 

equipment (DTE) and data communication equipment (DCE) is assigned a PAD (packet 
assembler-disassembler) and a virtual channel number Equivalent Alerting Abstract ...the 
next character is inspected to determine whether it is a command character or an encoded 
data character. If this next character is an encoded data character, it is decoded and 
provided to the X.25 network. If this next character is a command character... Technology 
Focus Original Publication Data by Authority ArgentinaPublication No. ...Original 
Abstracts :hosts connected to an X.25 network and for selectably using a character as a 
control character or a data character. Each character received from the X.25 network is 



inspected to determine if it is one of a set of reserved characters. If so, the character is 
encoded before being sent to its final destination. Data intended for the X.25 network is 

inspected for the presence of a predetermined control the next character is inspected to 

determine whether it is a command character or an encoded data character. If this next 
character is an encoded data character, it is decoded and provided to the X.25 network. If 

this next character is a command character, then the command is hosts connected to an 

X.25 network and for selectably using a character as a control character or a data character. 
Each character received from the X.25 network is inspected to determine if it is one of a set 
of reserved characters. If so, the character is encoded before being sent to its final destination. 
Data intended for the X.25 network is inspected for the presence of a predetermined control 
character. If the control character is present, the next character is inspected to determine 
whether it is a command character or an encoded data character. If this next character is an 
encoded data character, it is decoded and provided to the X.25 network. If this next 
character is a command character, then the command is executed. The method allows the... 
...Claims:control character is present, the next character is inspected. If this next character is 
an encoded data character, it is decoded and provided to the X.25 network. If this next 

character is a command character Data transfer between data terminal equipment 

(DTE) and data communication equipment (DCE) is assigned a PAD (packet assembler- 
disassembler) and a virtual channel number control character is present, the next 

character is inspected. If this next character is an encoded data character, it is decoded and 
provided to the X.25 network. If this next character is a command character Data 



